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Introduction 
Training path for teachers 

The training path will define the structure/“articulation” of the course and will contain a description 

of the training stages and the training units necessary to train the selected teachers to become peer 

trainers/facilitators in the field of digital security for secondary school pupils, able to support their 

counterparts during the implementation of the CYBER4SCHOOLS Game. The training path:  

• 1st TRAINING STAGE - "Cyber Security for secondary school pupils " during which the teachers 

will acquire knowledge about digital security issues and will be oriented about the needs of 

the secondary school pupils from 7 – 10th classes; 

• 2nd TRAINING STAGE - “Training of the Game Trainers”, thank to which the teachers will be 

informed about the characteristics and potentials of the Game from the didactic point of view 

and will be provided with practical knowledge and instruments to actively participate in it as 

trainers/facilitators; this stage focuses on the learning outcome from the various scenarios 

provided, i.e. different scenario goals, handling conflicts and contradictions, understanding 

progress of the game and success of Game actions; 

• 3rd TRAINING STAGE - “The digital security game implementation”, aimed at providing the 

teachers with the technical skills to carry out the Game, i.e. provide a description of how to 

implement the game and the platform in the school’s network, using the tools provided by the 

Game platform, cyber attack/defense knowledge, etc.; 

• 4th TRAINING STAGE - "Production of the training kit for secondary school pupils", aimed at 

providing the trainees with the basic knowledge to actively participate, in the upcoming phases 

of the project implementation, in the content definition and design of the training materials 

for the secondary school pupils, with a specific focus on the production of educational videos. 

The goal of the analysis is to get information about the O1 

• the current situation in cybersecurity (CS) training and curriculum development at EU and 

project partner countries: analysis of Pedagogical Aids on Wider Cybersecurity Implications 

and Digital Citizenship, ethical aspects of the Cyber4Schools approach; what one should know 

about cybersecurity at basic and high school level? 

• implications of developing a game scenario, gamer types, gender neutrality, etc.  

The goal of the analysis is to get information about the teachers' viewpoints. 

• Gather information about expectations from the teachers' side what the game should consist 

of. 

To get the information, 2 tasks were carried out:  

• desktop study of current EU and project partner countries regarding the curriculum of 

cybersecurity for teens, game scenario building, gender types, and gender neutrality. 

• a survey from potential schools from partner countries PL, DE, EE, and other EU members, if 

possible, about their needs regarding the cybersecurity teaching and teaching conditions, as 
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well as their expectations and limitations towards using attack-defense games to train the 

students.  

 

Cyber Security for secondary school pupils 
EU legislation and partner countries regarding IT and cybersecurity education 

At the EU level, the main document to lean on is the Digital Competency model. It consists of 5 main 

categories: Information and data literacy, communication and collaboration, Digital content creation, 

Safety, and Problem-solving. The safety category is divided into protect devices, protecting personal 

data and privacy, protecting health and well-being, and protecting the environment. This mode is 

widely implemented in most EU countries as the baseline IT competency model for EU citizens.   

2017 Informatics Europe published an overview of Informatics education’s current situation 

“Informatics Education in Europe: Are We All In The Same Boat?”. The publication shows how different 

EU countries are approaching the IT-education challenge. Digital safety and cybersecurity are only 

mentioned regarding GDPR and privacy.   

While there is no actual agreed-upon model for cybersecurity, there are indicators that want to sport 

it out like CyberSec4Europe, Better Internet for Kids which are supported by the EU Commission. 

Around the world, we can observe regarding IT-related education, that most efforts relate to 

programming education, like, e.g., Hour of Code.   

• EE has had Informatics-related curricula since 2012 - divided into courses (basic school, gymnasium, 

special Informatics courses) and has implemented the DigComp model for students and teachers. In 

2017-2019 EE also developed special materials for cybersecurity curricula for the 1.-6(9) level 

(curricula, materials) and 10.-12th graders (curricula, materials). All these materials and curricula are 

available for anyone to use, but they are not mandatory to be implemented as they are. This means 

that every school can pick topics and choose methods to implement (extracurricular activities to 

actual IT lessons). The main topics of CS consist of being a good citizen, e.g., 1.-6th graders need to 

know and behave safe with smart devices and computers in a network, manage their identity safety 

in various information systems and services, understand risks of online social interaction, mental and 

health issues and problem-solving regarding digital safety challenges. While 1-6th graders are 

provided with examples and materials for 2 courses of digital hygiene, the 7.-9th grade curriculum is 

not forced and is now under new development (2021). 7.-9th courses will be divided into various 

other topics and safety education is marginal (GDPR, privacy, and security. The practical part is 

optional and consists of developing a secure network project). At the same time, a community of 

teachers and interested cybersecurity experts are developing their materials for extracurricular 

lessons for 6-9th graders that consist of overall topics of CS with a focus on technical and human 

aspects. At the gymnasium level, the main topics are:  

o Information society (about EE and EU defense as the information society, culture and ethics, 

regulations and future);  

o Risk and Threat (data and identity, crime, health, attacks, infrastructure, web-attacks, smart 

devices safety, and security auditing);  

https://ec.europa.eu/jrc/en/digcomp/digital-competence-framework
https://www.informatics-europe.org/news/382-informatics-education-in-europe-are-we-on-the-same-boat.html
https://cybersec4europe.eu/
https://www.betterinternetforkids.eu/
https://hourofcode.com/us
https://www.google.com/url?q=https%3A%2F%2Fwww.riigiteataja.ee%2Fakt%2F129082014020&sa=D&sntz=1&usg=AFQjCNFrZA3ie3p0h7ccldc2lxJ-O8v0vg
https://www.google.com/url?q=https%3A%2F%2Fwww.riigiteataja.ee%2Fakt%2F129082014021&sa=D&sntz=1&usg=AFQjCNFRc6sLsJJd75_xe6q1z9HFbVW2Yg
https://www.google.com/url?q=https%3A%2F%2Fkirjad.edu.ee%2Fowa%2Fredir.aspx%3FSURL%3DdtOklveOfRvMbq9BBEgHc847MwgihI-DbDcisiI4IWtL7l83Y5PTCGgAdAB0AHAAcwA6AC8ALwB3AHcAdwAuAHIAaQBpAGcAaQB0AGUAYQB0AGEAagBhAC4AZQBlAC8AYQBrAHQAaQBsAGkAcwBhAC8AMQAyADkAMAAvADgAMgAwADEALwA0ADAAMgAwAC8AMQBtACUAMgAwAGwAaQBzAGEAMQAwAC4AcABkAGYAIwA.%26URL%3Dhttps%253a%252f%252fwww.riigiteataja.ee%252faktilisa%252f1290%252f8201%252f4020%252f1m%252520lisa10.pdf%2523&sa=D&sntz=1&usg=AFQjCNFCIY_i8UqsFSyx3THRLBpH41aRXg
https://digipadevus.ee/
https://drive.google.com/file/d/0B1-0pZFgjFnQX29Gb0ZYb1FMc0k/view?usp=sharing
https://courses.cs.ut.ee/t/digiopik/
https://www.google.com/url?q=https%3A%2F%2F1drv.ms%2Fw%2Fs!AuRLzcD9FVl7ywlqPX-J4ewoLgIy&sa=D&sntz=1&usg=AFQjCNHjeIBbxJSqWuSwg3uHD76LpO2Azg
https://web.htk.tlu.ee/digitaru/kyberkaitse/front-matter/introduction/
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o Career (exemplar people, training possibilities, competencies, and becoming a talent);  

o Terminology;  

Teacher materials to explain how to use the materials and differentiate them, if needed, and a badge 

system, and how to raise motivation with the students.    

• In Poland, computer science studies for students are starting from the primary level. The most 

important goal of computer science education for students in the development of computational 

thinking skills focused on creative problem-solving from different areas with the conscious and safe 

use of methods and tools derived from computer science.  Most domains use ready-made algorithms 

and computer solutions, the essence of computer science is however the creative discovery of 

algorithms, learning methods of solving problems, and testing their effectiveness. Such an approach 

increases the quality and effectiveness not only of students' computer science education, but also 

brings benefits in teaching other subjects, supports the formation of mathematical thinking, teaches 

a scientific approach to problem-solving. The ability to use new technologies creatively and critically 

is currently the basic skill useful not only for young people but also adults and seniors. Safety 

education is part of the curricula: to prepare students to live safely in a technology-filled society 

and will encourage them to choose to further their education in college computer science 

majors as well to respect the law and security rules. 

The problem lies in the fact that, in principle, cybersecurity is not taught in high school, such 

profiles appear only in college and not in all of them. Also, at a basic level, the teacher can choose 

his textbooks, he can implement them in his chosen way, as long as the goal is achieved according 

to general rules.  

• In Germany, each of the 16 federal states has sovereignty over their educational system. Moreover, 

due to the history of Germany’s school education systems, there are a plethora of school forms for 

secondary education: 

o Hauptschule, i.e., for pupils aged 10 to 15, a secondary modern school which has a focus on 

less academic but rather practical education to prepare students to learn a trade afterward, 

finishes after the 9th grade, 

o Realschule, i.e., for pupils aged 10 (grade 5) to 16 where pupils can work towards the 

intermediate school certificate, ‘mittlere Reife’, finishes after the 10th grade. The intermediate 

school certificate allows to progress to the Wirtschaftsgymnasium or Gymnasium 

o Werkrealschule, i.e., a recent mixture of Hauptschule and Realschule 

o Gymnasium, i.e., a grammar school for pupils aged 10 to 19 – starts with grade 5 and ends 

with grade 12 or 13, depending on the federal state and school; the degree allows for higher 

education and the application to universities 

o Wirtschaftsgymnasium, i.e., grammar school where the emphasis is on business studies, 

economics, and law – only grade 11th to 13th; the degree allows for higher education and the 

application to universities of applied sciences 

o Gesamtschule, i.e., comprehensive school, grade 5 to x, depending on when pupils decide to 

leave the school, according to the above-mentioned degrees 

This means that in Germany, there are a plethora of curricula that vary concerning the school forms and 

federal states. Since 2008, the German Society for Informatics tried to establish a standardized framework for 

curricula in German schools for the secondary education stage 1 (5th-10th grade). In 2016 and 2019 followed 

standards for the secondary education stage 2 and primary education, respectively. Some of the federal state’s 

https://cke.gov.pl/images/_EGZAMIN_MATURALNY_OD_2023/podstawa_programowa/informatyka.pdf)
https://informatikstandards.de/
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ministry’s school councils adopted several contents of these standards. However, until today, there are some 

federal states which do not even have informatics in their curriculum for some school forms or only for 

secondary education stage 2. Nearly all curricula which do consider informatics have within their informatics 

curriculum, next to using office tools, programming, networks, cryptography, and data, a topic called 

informatics, human beings and society in which students should learn how to act responsibly in the world 

wide web (in some with a special focus on their presence in social media), privacy issues and – only very few 

of the – cyber risks. Cyber risks are also topicalized in curricula contents considering networks and 

cryptography; a specific curriculum on cybersecurity does not exist. As most of the curricula relate to the 

standardized framework of the German Society of Informatics, this is not a big surprise. In the framework, 

security does only play a minor role and is only addressed concerning proposed tasks and exercises where 

students are supposed to choose the more secure settings.  

Results from the study show: 

Importance Topics to teach in CS 

High Trending topics in CS, psychological aspects, information society, responsible use of IT, Fake 

news, social media safety, passwords, PC use, Website hacking, network hacking 

Average Cybercrime, security as a career option, Competence evaluation, OSINT, mental and physical 

health, digital society culture, regulations, and law, GDPR, economy, ethics, online servers use, 

reverse engineering, coding, IoT, Crypto 

Low Linux, forensics, hardware issues 

 

Available materials examples 

WORLD examples show several Capture the Flag competition CTFs everywhere with various topics and which 

teams are most qualified. US main events for youth is Cyber Patriot with training modules (Ethics, Online 

Safety, Computer basics and virtual machines, CS principles, Windows and Linux security and tools) and Sans 

CyberStart that also is implemented in the UK with 3 level different exercises – example here. in Asia 

Brainhack series of workshops and CTFs (application development, AI and cybersecurity, overall awareness 

of digital realms). API and others have developed materials called CyberWomen, where they list modules 

(trust, privacy, relationship with technology, digital security basics, safe online and safer mobiles, anonymity, 

encryption, online violence, sexting, problem-solving, self-care). They are using the structure for explaining 

the lesson plans (topic, objective, length, format, skill level, pre- skills needed, exercises descriptions and guide, 

materials needed, examples).  
 

• EU level there is one biggest youth competition called European Cyber Security Challenge where 20+ 

EU countries and ENISA work as part of the consortium to develop and host once a year competition 

forms talented 14–26-year-old students. Curricula identify topics Crypto, Network, OS, Human 

factors as well domains: Web, Mobile, IoT, Hardware, Privacy, PKI, and approaches: Reconnaissance, 

Cryptoanalysis, Operations Security, Forensics and Malware Analysis.  

• EE has developed a project and material portal for digital safety Safer Internet EE (funded by EU 

Commission) where the emphasis is on securer online behavior, lies on the Net, and safety lesson 

plans. Lessons plans structure: topic, introduction, learning outcomes, tasks of teacher and students, 

homework (if needed), reading materials for teachers; another is cyber testing and study CyberPin, 

CyberCracker, CyberDrill, CyberSpike funded by the Ministry of Defense. A side product of CyberDrill 

https://informatikstandards.de/fileadmin/GI/Projekte/Informatikstandards/Dokumente/Bildungsstandards_SII.pdf
https://ctftime.org/
https://www.uscyberpatriot.org/
https://www.cyberstartamerica.org/
https://www.cyberstartamerica.org/
https://go.cyberstart.com/challenges/
https://www.dsta.gov.sg/brainhack
https://cyber-women.com/en/
https://ecsc.eu/
https://ecsc.eu/ecsccurricula.pdf/download
https://www.targaltinternetis.ee/
https://noor.targaltinternetis.ee/valede-jaht/
http://turvakavad.weebly.com/
http://turvakavad.weebly.com/
https://sites.google.com/view/kyberpahkel/uuringuanal%C3%BC%C3%BCsid
https://sites.google.com/view/kyberpahkel/uuringuanal%C3%BC%C3%BCsid
https://kybernaaskel.ee/
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is a self-learning exercise portal, which consists of assignments from tested CTF  - jeopardy, overall 

competencies of IT, Web-hack, crypto, steganography, hardware, and miscellaneous.  

• In DE - concerning the Covid Situation and forced home-schooling all over Germany, many activities 

arose to teach teachers concerning cybersecurity, e.g., the Fraunhofer Academy Courses, The 

Teacher’s Guide to Cyber Security, and many more, Norton published a guideline for cybersecurity 

for pupils and the Federal Office for Information Security initiated an open dialogue on this matter. 

Offers for pupils to learn about cybersecurity in a gaming environment or other projects aiming at 

this are not known to the German project members to this date. 

• PL In normal situations, students learned about online safety, data protection methods, and safe 

surfing on the Internet at school. Unfortunately, the situation changed with the advent of Covid. The 

Polish Ministry of National Education (MEN) implemented a number of courses and trainings for 

teachers and students in a short time so that they could learn remotely in a safe way at that time. The 

training concerned both the use of Teams and Zoom programs, but also how to ensure your own 

safety at home while studying. 

 

Ethical aspects or other limitations to consider 

Data in this project will be gathered and analyzed anonymously and will be used exclusively for research 

purposes to capture and understand your expectations of cybersecurity materials, the game, and its solutions. 

Through surveys, interviews, and the game environment piloting we invite schools (students and teachers) to 

give feedback for Cyber4Schools materials developed in the project. Students will participate in the project, 

take a survey or other only when there is a parent's written agreement to do so.  

 

Participation in research is completely voluntary and you will not be asked about your name nor any personal 

data. You have the right to decline to take part in the project; to decline to answer any questions and to stop 

taking part in the project at any time. Your recorded data managed within Cyber4Schools will be anonymized 

and stored in a form that does not permit the identification of data subjects. Information will be held and used 

only for the project Cyber4Schools partner's research servers in the EU. The collection, storage, and protection 

of data will comply with all European and national legislation.  

 

If any questions or comments then contact:  

PL - j.syrda@asm-poland.com.pl  

DE - s.westpfahl@uniss.org  

EE, EU - birgy.lorenz@ttu.ee  

 

 

 

 

 

 

 

 

 

 

https://ylesanded.targaltinternetis.ee/
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwjZ3e7Gg6HwAhVHKuwKHW7ACCoQFjAAegQIDBAD&url=https%3A%2F%2Fwww.academy.fraunhofer.de%2Fde%2Fweiterbildung%2Finformation-kommunikation%2Fcybersicherheit-an-schulen.html&usg=AOvVaw1jbPPkWgz96NadrZbicCT4
https://de.vpnmentor.com/blog/cybersecurity-leitfaden-fuer-lehrer-alles-was-du-zu-diesem-thema-wissen-musst/
https://de.vpnmentor.com/blog/cybersecurity-leitfaden-fuer-lehrer-alles-was-du-zu-diesem-thema-wissen-musst/
https://de.norton.com/internetsecurity-kids-safety-high-school-kit-more-independence-online.html
https://de.norton.com/internetsecurity-kids-safety-high-school-kit-more-independence-online.html
https://www.youtube.com/watch?v=HoPqB2jbLEM
https://www.gov.pl/web/edukacja-i-nauka
mailto:j.syrda@asm-poland.com.pl
mailto:j.syrda@asm-poland.com.pl
mailto:s.westpfahl@uniss.org
mailto:s.westpfahl@uniss.org
mailto:birgy.lorenz@ttu.ee
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Game development suggestions 
Theoretical background of gamer types and cyber security games 

The cyber game usually has roles (blue for defending and red for the attacker), but there can be also other 

roles like yellow (builder), or roles that change according to the situation to make the game more interesting: 

green (builder or defender), orange (builder or attacker), purple (defender or attacker). But there can also be 

a white team, for example in Locked Shields that evaluates the progress and acts as a judge or as a common 

user as well. But there also can be a legal team and other advisors.  

 

Roles commonly empowered in CTF competitions are leader, scripter, administrator, pentester, hardware 

expert, crypto, and attacker. Levels of the game: easy, mediocre, expert. Here is a separate analysis of some 

CTF, training, and learning environments using these roles.  

 

User types of the games can rely on many variables, example in Marczewski's User Type Analysis he showcases 

possibilities to understand players regarding their needs on Relatedness, Autonomy, Mastery, Purpose, 

Change / Disruption, Rewards. And according to that the player fells into one of the categories: Player, 

Socializer, Philanthropist, Disruptor, Free Spirit of Achiever. This theory has also been supported by a 

publication in 2015 (Validating Gamification Mechanics and Player Types in an E-learning Environment).  

 

The study shows that 1/3 of the teachers have some experience of using gamification options in the lessons 

teaching cybersecurity, some even have CTF experiences. Usually, gamification is not used to teach academics 

context, only 32% have experienced and used gamification tools in informatics lessons. Teachers stress that 

games should be about the curricula, otherwise it's not considered too academic enough. The most important 

aspect is that a knowledge gap must not block them from the rest of the game.  

 

Other similar exemplary environments analysis:  

 

Name Link Category Price Min level 

PicoCTF https://picoctf.com/ CTF Free mediocere 

RingZer0 CTF https://ringzer0ctf.com/challenges/  CTF Free easy 

Google 2018 
CTF: beginners https://capturetheflag.withgoogle.com/#beginners/  CTF Free easy 

https://danielmiessler.com/study/red-blue-purple-teams/
https://ccdcoe.org/uploads/2018/10/LockedShields12_AAR.pdf
https://asmpl.sharepoint.com/:x:/r/sites/CYBER4SCHOOLSproject/Shared%20Documents/Intellectual%20outputs/O1%20-%20Training%20Path%20of%20the%20online%20course%20for%20teachers%20on%20cyber%20security%20and%20game%20application%20in%20schools/Analysis%20of%20free%20learning%20and%20other%20CTF%20related%20environments.xlsx?d=wd91c5469b2cc42fe8057a9d17d8af2d0&csf=1&web=1&e=wjsiVg
https://gamified.uk/UserTypeAnalysis/#.YH2fMuhKjSF
https://www.researchgate.net/publication/283846862_Validating_Gamification_Mechanics_and_Player_Types_in_an_E-learning_Environment
https://picoctf.com/
https://ringzer0ctf.com/challenges/
https://capturetheflag.withgoogle.com/#beginners/


  
 
 
 

 

  

8 

Pwnable.kr http://pwnable.kr/play.php Jeopardy Free mediocere 

Hack This Site! https://www.hackthissite.org/  Jeopardy Free easy 

Reversing.kr http://reversing.kr/ Jeopardy Free easy 

PHP Security 
Calendar 2017 https://www.ripstech.com/php-security-calendar-2017/ Jeopardy Free easy 

W3Challs https://w3challs.com/challenges/  Jeopardy Free easy 

Hellbound 
Hackers https://www.hellboundhackers.org/  Jeopardy Free easy 

HackThis! https://www.hackthis.co.uk/  Jeopardy Free easy 

Enigma Group https://www.enigmagroup.org/ Jeopardy Free easy 

OWASP 
Security 
Shepherd https://security-shepherd.ctf365.com/login.jsp Jeopardy Free mediocre 

Dennis 
Yurichevi 
Reverse 
Engineering 
ülesanded https://challenges.re/ Jeopardy Free mediocre 

Project Euler https://projecteuler.net/about Jeopardy Free easy 

CryptoPals http://cryptopals.com/ Jeopardy Free easy 

Aman 
Hardikar'i list https://www.amanhardikar.com/mindmaps/Practice.html List Free --- 

Hacker 
Experience https://legacy.hackerexperience.com/  Game Free easy 

http://pwnable.kr/
http://pwnable.kr/play.php
https://www.hackthissite.org/
http://reversing.kr/
http://reversing.kr/
https://www.ripstech.com/php-security-calendar-2017/
https://w3challs.com/challenges/
https://www.hellboundhackers.org/
https://www.hackthis.co.uk/
https://www.enigmagroup.org/
https://security-shepherd.ctf365.com/login.jsp
https://challenges.re/
https://projecteuler.net/about
http://cryptopals.com/
https://www.amanhardikar.com/mindmaps/Practice.html
https://legacy.hackerexperience.com/
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NITE Team 4 https://store.steampowered.com/app/544390/NITE_Team_4/  Game 25 easy 

hackmud https://store.steampowered.com/app/469920/hackmud/  Game 20 easy 

Cybrary https://www.cybrary.it/catalog/  Learning Free easy 

OWASP Top 
Ten https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project  Learning Free easy 

Live Overflow http://liveoverflow.com/index.html Learning Free easy 

PentesterLab 
Bootcamp https://pentesterlab.com/bootcamp  Learning Free easy 

ENISA CERT 
training 

https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-
specialists/online-training-material/technical-operational#advanced-
artifact Learning Free mediocre 

Microcorruption https://microcorruption.com/login Hardware Free mediocre 

VulnHub https://www.vulnhub.com/ Servers Free easy 

Hack The Box https://hackthebox.eu Servers 

Free 
/ 10£ 
kuus mediocere 

CTF365 https://ctf365.com/  Servers 

Free 
/ 15$ 
kuus mediocere 

Damn 
Vulnerable 
Web App http://www.dvwa.co.uk/ Servers Free easy 

OWASP Juice 
Shop https://www.owasp.org/index.php/OWASP_Juice_Shop_Project  Servers Free easy 

AttackDefense https://attackdefense.com/ Servers Free easy 

https://store.steampowered.com/app/544390/NITE_Team_4/
https://store.steampowered.com/app/469920/hackmud/
https://www.cybrary.it/catalog/
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
http://liveoverflow.com/index.html
https://pentesterlab.com/bootcamp
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#advanced-artifact
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#advanced-artifact
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/technical-operational#advanced-artifact
https://microcorruption.com/login
https://www.vulnhub.com/
https://hackthebox.eu/
https://ctf365.com/
http://www.dvwa.co.uk/
https://www.owasp.org/index.php/OWASP_Juice_Shop_Project
https://attackdefense.com/
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hack.me https://hack.me/explore/  Servers Free easy 

CTFTime https://ctftime.org/  

Social 
media Free mediocere 

Game of Hacks http://www.gameofhacks.com/  Knowledge Free easy 

OverTheWire 
Wargame http://overthewire.org/wargames/  Wargame Free mediocre 

IO by 
NetGarage https://io.netgarage.org/  Wargame Free mediocre 

Smash the 
Stack http://smashthestack.org/  Wargame Free mediocre 

Try2Hack http://www.try2hack.nl/ Wargame Free easy 

Google 
Gruyere http://google-gruyere.appspot.com/ Wargame Free easy 

Under the Wire http://www.underthewire.tech/wargames.htm  Wargame Free mediocre 

 

 

  

http://hack.me/
https://hack.me/explore/
https://ctftime.org/
http://www.gameofhacks.com/
http://overthewire.org/wargames/
https://io.netgarage.org/
http://smashthestack.org/
http://www.try2hack.nl/
http://google-gruyere.appspot.com/
http://www.underthewire.tech/wargames.htm
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Game scenarios suggestions evaluated at the study 
 

Scenario suggestions evaluated at the study 

Scenario 1 – School under Attack 

Results 

 

School-life-game: in the school environment every team represents one class. At school lot of events will happen 

from that you learn the needed cyber skills to defend yourself. You can also take the role of villain. This scenario 

mimics commonly used CTF blue or red, but also jeopardy game when you need to take on several quests to achieve 

a goal. 
Blue – acts as a member of the IT 

team at school, tries to fix systems 

like Wi-Fi, Servers, Computer’s, 

Website. Implements policies on 

servers write guidelines, advises 

staff and pupils. If a cybersecurity 

case happens evaluates the situation, 

gathers evidence, finds solutions, 

and turns over the results to the 

board or police.  

Red – a. criminals that want to hack 

the school website or other services 

b. students that want to have 

improved access to school systems 

(e-school, Wi-Fi, or other) c. student 

board that evaluates the school 

legislation and finds mistakes and 

makes suggestions to improve it.  

White – acts as a member of the 

school board. Implements policies 

and regulations (writes them and 

looks are they are in use). When 

provided evidence tries to figure out 

what went wrong and suggest 

solutions. Also agrees to buy 

gadgets, looks at the GDPR issues, 

deals with human factor (staff and 

pupils' cases).  

 

Scenario 2 - Worlds at War 
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Wargame. Made up name country and its neighbors fight for the win of digital resources. Some players must defend 

the systems others attack. This scenario mimics commonly used CTF red-blue games.   
Blue - country 1, 2, 3 that will 

defend its services, network, servers, 

and people. You are a member of a 

Critical service provider, and you 

need to keep the systems and 

network up for your citizens. Do an 

analysis of your systems, patch 

them, change passwords, answer 

your citizen's requests in a proper 

and timely manner. Give reports to 

your country leader.  

Red - country 2 that has malicious 

goals to take countries 123 resources 

to be used as its own. Share 

misinformation and start conflicts. 

Do not get caught.  

 

While - you are the leader of the 

country. Evaluate the situation 

politically using law and 

regulations.  

Write notes to country 2. When 

some technical solutions are 

enforced evaluate their ethical 

implications, value, and effect on the 

citizens (example restrictions). 

Reveal misinformation. Try to ease 

the citizen's worries. When crooks 

are caught give them a fair trial.  

 

Scenario 3 – Spy's at the Mission 

Results 
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007 story. Team of spies are doing their secrets tasks and hacks to gain access to systems and get information out 

of that for their employer. This scenario mimics commonly used CTF jeopardy games when you need to take on 

quests. 
Blue - you are an IT-staff member of 

the industry or a government 

institution. Protect your systems and 

solutions where the data is kept, 

educate the staff about 

cybersecurity.  

 

Red – you are a member of the spy's 

group whose goal is to achieve 

criminating information about the 

targeted company. To get the 

information you need to do 

dumpster dive, make calls, send 

letters, do phishing to get access to 

devices and systems. Your goal is to 

get all the secret information needed. 

 

White - you are the leader of the 

industry or a government institution. 

You need to ensure that your 

Cybersecurity is up to date when it 

comes to GDPR. Also, as you want 

to get Cyber Insurance there is a list 

of tasks you need to do and evaluate 

in technical and human aspects 

ways, also funding.  

 

 

 

Scenario 4 – People against the Machine 

Results 
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Artificial intelligence goes loco: AI has a pie cream factory. Something went wrong and AI decides that humans 

are eating too many of them as it's COVID-19 times and does not ship any pies out. Take over the AI to defend 

people's needs to eat pies and reset the systems in the factory.  This scenario mimics a commonly used CTF blue-

oriented game when you need to take on several quests to achieve a goal. 
Blue - you are AI and you need to 

defend your systems that your pie 

cream and pies are produced and 

stocked and kept away from hungry 

people that want you to ship them to 

the shops. You need also to guard 

your premises. You have some 

robotic and AI staff to do your 

operations.  

 

Red - you are a member of the 

citizens that crave Pie cream and 

pies. Pi day (14. March) is near and 

you want to have a big festival and 

without the goods, everyone would 

be disappointed. Hack the AI and 

change its systems to be working 

properly again. Deal also with 

attacks from the AI side, if needed.  

 

White - you are the owner of the pie 

factory whose AI went loco. 

Analyze the situation and help the 

citizens to make proper decisions 

with the attacks and changes at the 

same taking into consideration that 

AI also should keep working as soon 

as possible the factory should run 

again in a proper mode to ensure that 

Pi-festival will be pie-licious.  

 

 

Scenario 5 – Life in the CS Startup Ecosystem 

Results 
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Life in the cybersecurity Startup Ecosystem. You are working in the new Cyber Startup and want to become rich 

and famous. You need to do tasks to the popular IT companies to gain more clients and become more known and 

well paid. This scenario mimics commonly used CTF jeopardy games when you need to take on quests. 
Blue - you are an IT security 

company owner, and you want to get 

funding. To get the funding you 

need to do tasks for the angel 

investor, but at the same time defend 

your systems from attacks.  

Red - you are a member of the team 

that has a vendetta towards company 

1 (former not happy employee). 

Your goal is to hack and ruin the 

company systems and reputation 

and achieve the funding for yourself.  

White – you are an angel investor. 

You must develop a plan for how to 

share your funds (with blue or red). 

You decide the various challenges 

given and rate how effectively and 

law bindingly blue or red did the job.  

 

Other ideas:  

• A mission: A friend asks another friend to test his/her website or computer system. Must find security 

holes and help repair them. 

• Escape room themes, a mission (but not to harm anyone), travel to the world quest. 

• Based on the viewing habits of young people, popular games, and series. Blockbusters etc. 

• White hacking, CS testing for companies and countries 

• A city and its infrastructure need protection from cyber threats. Starting from street lighting to avoid 

car crashes, ending with water purification plants and public transportation. 

• Find the stranger. You are a detective who must find some missing person. Identity theft 

• Road trip. Challenges during a road trip around Europe (photos to know, GPS, language, etc). 

• Town against the town, spy in the school 

• Some students are more interested in the political aspects, so something in those lines but that is 

probably not your focus. 

• Half of the students set up their system with defenses, the other half will try to find flaws. 
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The digital security game implementation suggestions 

– game mechanics 
 

Survey results show that the game should have:  

• one general scenario for example School-life-game or “Spy-s at mission” 80% 

• several scenarios to choose from 75% 

• extra quizzes and learning exercises for students to collect points later used in a game 100% 

 

The game consists of:  

• short bites (6) of the concrete topic - beginner to advanced level (5 exercises each) – 93% 

• short bites (6) with a mix of topics (5) in one skill level 62,5% 

• one long game with a mix of 10 topics in 3skill levels 68.75% 

 

The game should be:  

• Single-player game – 62,5% 

• Pair game (2 person teams) – 100% 

• Small team game (2-5 players in a team) – 100%  

• Big team game (6-10 players in the team) – 25% 

 

Exercise should consist of: 

• Topic name 

• Objective, learning outcome. 

• Skill level 

• Description of the exercise 

• Hints 

• Award/ranking system system 

• Additional materials ex video, pictures, files, etc. 

 

Optional: 

• length of the exercise 

• format of the exercise 

• badge 

 

The game should be for different levels novice to expert, the ranking system should not be aligned with the 

speed. Other options like team score, extra work to get hints, individual scores, award badges are nice to add. 

The negative points option is not advised to be used.  
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Badges:  

• Level x in Defense (blue 

• Level Y in Attack (red) 

• Level Z in Management/Judge (white) 

• Level x at “topic” example web-attack 

• Quickest solver of tasks 

• Solved 80% of challenges 

• Top player (top 1-3 places) 

 

Prep time to use the game showed that the game and its supporting processes should not take longer 

than 10 hours:  

• Training the students regarding CyberSecurity topics in the game – 1-3 hours 

• Training the students using the game environment – 1 hour 

• Students playing the game – 1-5 hours 

• Giving feedback/recap over the topics/questions raised in the game for 1 (2) hours. 

 

Technical limitations:  

• Website, no big files download, and extra software needed 

• Internet connection 

• Windows ex. 10 

• Chrome (latest version) 

• Firefox (latest version) 

 

Optional:  

• macOS 

• Linux 

• Edge (latest version) 

• Only at large screens 

 

Conclusions about the game, teachers' suggestions 

The game should be directly linked to the curricula and consider various ways to play it: a. forward way – 

defender(blue), the attacker(red), and levels: novice to expert. The learning outcomes and training materials, 

curricula should be matched with the game exercises. The Award system should include overall ranking and 

badge (showcase competencies in special topics). The game itself should be a group game, where different 

motivation gamer types are considered while developing it. It should be on one topic, with additional extras. 

The game should last up to 5 hours.  

 

The game should explain and take into account the Marczewski's User Types Analysis: Player, Socializer, 

Philanthropist, Disruptor, Free Spirit of Achiever. Before the actual game, every participant will evaluate their 

type and goal in the game using a similar tool, to understand that according to the goal and type the game 

experiences differ: https://gamified.uk/UserTypeAnalysis/#.YH2fMuhKjSF   

 

https://gamified.uk/UserTypeAnalysis/#.YH2fMuhKjSF
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Game scenario - 007 story (or similar Spy story) was picked - team of spies are doing their secrets tasks and 

hacks to gain access to systems and get information out of that for their employer. This scenario mimics 

commonly used CTF jeopardy games when you need to take on quests. 

 

Technical limitations: the game should run on a website, no download of big packages and extra software 

needed. The game should work best on Windows 10, browser Chrome/Firefox latest version.  

 

 

 

Training path for teachers 

 
The training path for teachers describes how to support teachers to learn how to implement the 

CYBER4SCHOOLS Game with students and be aware of basic CS topics. 

 

o Theoretical background kit for teachers should consist of theoretical and practical knowledge 

needed to understand the cybersecurity field, games in it, gamer types etc. 

▪ Cybersecurity topics that should be mentioned in the CS materials and their 

connections to curricula in EU, World: trending topics in CS, psychological aspects 

of CS, information society, responsible use of IT, fake news, social media safety, 

passwords, PC use, Website hacking, network hacking. Optional topics: cybercrime, 

security as a career option, competence evaluation possibilities, OSINT, mental and 

physical health, digital society culture, regulations, and law, GDPR, economy, ethics, 

online servers use, reverse engineering, coding, IoT, Crypto. This should take up to 

1-2 hour.  

▪ gaming issues in the game (how to play and run it) and how to solve them. Time 

spent on it should not take longer than 1 hours. 

▪ Real game experience – how to play the game is important as then the teachers will 

know personally how the game is played, how one gets lost in the game and what 

heeling hints, guide is needed to overcome the challenges. Also, how to facilitate the 

game in different scenarios. It should not take more than 3 hours.  

▪ The teacher's kit should explain the differentiation possibilities in the game 

(exercises in levels novice to expert), motivating the students (for example a 

hint/badge system, ranking system of the game, gamer types) and wrapping up the 

game in the end. This should not take up more than 2 hours. 

 

Path for the teachers in real-life training (stages): face to face training or online synchronous training  

Nr  Modules  Time  Teachers  
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1  CyberSecurity 

theoretical materials  

1 hour  Learn about the key CS theoretical contents, materials 

(texts, tests, videos, curricula) that are available in the EU to 

teach cybersecurity.   

2  Pre-game 

competences  

0,5 hour  Learn about the gamer types, what is Capture the Flag. 

Evaluate their gamer type.   

3  Learn the Game 

environment  

1 hour  Learn how to play the Cyber4Schools game, learn game 

mechanics, learn how to facilitate the game as a teacher  

4  Game training 

experience 

2 hours  Play the game in groups – red and blue experience.   

5  After game/Wrap-

up the learning  

1,5 hours  Learn about commonly known issues and solutions. Discuss 

how the Game and theoretical materials, curricula support 

each other; differentiation, scenario goals, handling 

conflicts and contradictions, understanding progress of the 

game, and success of Game actions. Learn how to give 

feedback, do self-evaluation. Also give suggestions to 

improve materials for the project.   

•   

Content of the training module:  

Module 1 - cybersecurity (CS) theoretical materials (1 hour)  

Objectives - This module introduces cybersecurity curriculums and materials in the EU, gathered from 

the study and partners to introduce the need to teach and learn cybersecurity in the 7.-12. grade level.   

Skills and knowledge acquired by the participants at the end of the training - be able to:  

• explain EE, PL, DE cybersecurity and informatics curriculum differences and similarities  

• know where to find supporting materials to learn about cybersecurity   

• know the trends of teaching cybersecurity in the beginner levels in the World  

Contents - key CS theoretical contents, slides where there are links to materials (texts, tests, videos, 

curricula) that are available in EU teach cybersecurity, cybersecurity and informatics curriculums, 

studies about the topics in EU, world.   

Training methods – lecture  

Module 2 - Pre-game competences (0,5 hour)  

Objectives - This module introduces cybersecurity commonly known gaming type “Capture the flag” 

(CTF), different goals and needs when one plays games (gamer tyles).   

Skills – be able to:   

• Explain different CTF types  

• Give examples of websites where to learn and get experiences of CTFs   

• Understand different gamer types and their goals while playing the game  
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• Evaluate their gamer type  

Contents - materials about gamer types (slides), testing tool about their gamer type (on the website), 

CTF type's introduction sheet, and CTF websites evaluated part of the study (table).   

Training methods – lecture, using the website tool (hands-on), investigate materials (table, sheet)  

Module 3 - Learn the Game environment (1 hour)  

Objectives - This module introduces the Cyber4Schools project and the developed game mechanics 

(how it's played as a player (blue and red gamer) and run as facilitator (white gamer). Learn about 

supporting materials (topics in the game), hints, etc.   

Skills – be able to:  

• Explain the goal or the Cyber4School project  

• List topics that are included in the game  

• Facilitate the game  

Contents – game environment, introductory videos for students (how the game works), guide of the 

game (game manual for teachers)  

Training methods – lecture, practice hands-on on the game environment, case-study 

Module 4 - Game training (experience) (2 hours)  

Objectives – This module gives hands-on experience on the game as a red and blue player.   

Skills - be able to:  

• Play the game as a player (red) 

• Play the game as a player (blue) 

• Understand the challenges of a student whole playing the game  

Contents - game environment, guide of the game  

Training methods - practice hands-on on the game environment  

Module 5 - After game/Wrap-up the learning (1,5 hour)  

Objectives – This module is teaching teachers how to deal with the issues in the game, students' 

emotions, help they need to play the game, run the game in different scenarios inside the game, and 

how to wrap up the learning.   

Skills - be able to:  

• Execute the game in different scenarios  

• Explain how the module 1 and 2 and the game is linked to assure and confirm learning goals for the 

students  

• Wrap-up the learning for the students (self-evaluation sheet)  

Contents – materials for wrap up the learning (teachers manual), self-evaluation sheet  

Training methods – discussion, experience sharing, lecture  
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Needed supporting materials to be developed:  

• Theoretical materials about CS for teachers is a short description of CS topics, including links to the 

curriculum, if possible. Teacher material is reading material.   

• Guide for playing the game, including gamer types of theory explanation, what is CTF, and where to 

find them. Teacher material is reading material and teachers' manual of the game.  

• Also, for the student's video tutorials, guide of the game, self-evaluation sheet (will be discussed 

more on O3)  

 

 

 

Appendix – Survey questionnaire 
 

Cyber4Schools survey 

This is the Erasmus+ K2 project "Cyber4Schools" game inventors and developers survery to 

teachers. Our main goal is to implement a cyber security awareness and prevention game for 

schools that fits into the school's secondary education curricula to help IT teachers to deliver cyber 

security education in a fun and playful way.  

Please take this survey and help us to make nice new cybersecurity material for teachers and 

students of Europe! The game and materials we develop are aimed to basic school (79th graders 

and secondary school (10-12th) level.   

Survey has 31 questions and takes about 25 minutes to finish.   

Survey will be open until 31.05.2021  

Privacy regulations of gathering, storing and analysis of the collected data:  

https://docs.google.com/document/d/1ijRenz0Xpom4YbEVvc81wooB_lDYJkTntbIKpHp_jE/edit?usp=

sharing   

Your email will be used only to send you updates and possibilities to be part of the project, if you 

stated that you would like to get them. Otherwise leave email section blank.   

   

If any questions or comments then contact:  

EE, EU - birgy.lorenz@ttu.ee  

DE - s.westpfahl@uniss.org  

PL - a.kowalska@asm-poland.com.pl  

https://www.google.com/url?q=https://docs.google.com/document/d/1ijRenz0Xpom4YbEVvc81wooB_lDYJkTntb-IKpHp_jE/edit?usp%3Dsharing&sa=D&source=editors&ust=1631689718190000&usg=AFQjCNHxvc24o1iz6zplrgm8iTxHxTRC1w
https://www.google.com/url?q=https://docs.google.com/document/d/1ijRenz0Xpom4YbEVvc81wooB_lDYJkTntb-IKpHp_jE/edit?usp%3Dsharing&sa=D&source=editors&ust=1631689718190000&usg=AFQjCNHxvc24o1iz6zplrgm8iTxHxTRC1w
https://www.google.com/url?q=https://docs.google.com/document/d/1ijRenz0Xpom4YbEVvc81wooB_lDYJkTntb-IKpHp_jE/edit?usp%3Dsharing&sa=D&source=editors&ust=1631689718190000&usg=AFQjCNHxvc24o1iz6zplrgm8iTxHxTRC1w
https://www.google.com/url?q=https://docs.google.com/document/d/1ijRenz0Xpom4YbEVvc81wooB_lDYJkTntb-IKpHp_jE/edit?usp%3Dsharing&sa=D&source=editors&ust=1631689718190000&usg=AFQjCNHxvc24o1iz6zplrgm8iTxHxTRC1w
https://www.google.com/url?q=https://docs.google.com/document/d/1ijRenz0Xpom4YbEVvc81wooB_lDYJkTntb-IKpHp_jE/edit?usp%3Dsharing&sa=D&source=editors&ust=1631689718190000&usg=AFQjCNHxvc24o1iz6zplrgm8iTxHxTRC1w
https://www.google.com/url?q=https://docs.google.com/document/d/1ijRenz0Xpom4YbEVvc81wooB_lDYJkTntb-IKpHp_jE/edit?usp%3Dsharing&sa=D&source=editors&ust=1631689718190000&usg=AFQjCNHxvc24o1iz6zplrgm8iTxHxTRC1w
https://www.google.com/url?q=https://docs.google.com/document/d/1ijRenz0Xpom4YbEVvc81wooB_lDYJkTntb-IKpHp_jE/edit?usp%3Dsharing&sa=D&source=editors&ust=1631689718190000&usg=AFQjCNHxvc24o1iz6zplrgm8iTxHxTRC1w
https://www.google.com/url?q=https://docs.google.com/document/d/1ijRenz0Xpom4YbEVvc81wooB_lDYJkTntb-IKpHp_jE/edit?usp%3Dsharing&sa=D&source=editors&ust=1631689718190000&usg=AFQjCNHxvc24o1iz6zplrgm8iTxHxTRC1w
https://www.google.com/url?q=https://docs.google.com/document/d/1ijRenz0Xpom4YbEVvc81wooB_lDYJkTntb-IKpHp_jE/edit?usp%3Dsharing&sa=D&source=editors&ust=1631689718190000&usg=AFQjCNHxvc24o1iz6zplrgm8iTxHxTRC1w
https://www.google.com/url?q=https://docs.google.com/document/d/1ijRenz0Xpom4YbEVvc81wooB_lDYJkTntb-IKpHp_jE/edit?usp%3Dsharing&sa=D&source=editors&ust=1631689718190000&usg=AFQjCNHxvc24o1iz6zplrgm8iTxHxTRC1w
https://www.google.com/url?q=https://docs.google.com/document/d/1ijRenz0Xpom4YbEVvc81wooB_lDYJkTntb-IKpHp_jE/edit?usp%3Dsharing&sa=D&source=editors&ust=1631689718190000&usg=AFQjCNHxvc24o1iz6zplrgm8iTxHxTRC1w
https://www.google.com/url?q=https://docs.google.com/document/d/1ijRenz0Xpom4YbEVvc81wooB_lDYJkTntb-IKpHp_jE/edit?usp%3Dsharing&sa=D&source=editors&ust=1631689718190000&usg=AFQjCNHxvc24o1iz6zplrgm8iTxHxTRC1w


  
 
 
 

 

  

22 

Thank you very much for taking part in this research!   

 
*Wymagane 

To formalise your consent to participate, please check the relevant box below 

1. I have read the Cyber4Schools project information sheet at the privacy regulations that 

informed about the purpose, expected duration and procedures of the study. * 

Zaznacz tylko jedną odpowiedź. 

Yes 

No 

2. I agree to the use of the collected data, also within a 5-year period after the 

termination of the Cyber4Schools project. * Zaznacz tylko jedną odpowiedź. 

Yes 

No 

3. I agree to participate in this survey. * 

If you will choose "No" your answers will be deleted before the analysis. 

Zaznacz tylko jedną odpowiedź. 

Yes 

No 

The survey 

Background data of the participant and the schools possibilities 

4. Your country * 

Zaznacz tylko jedną odpowiedź. 
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Estonia 

Germany 

Poland 

Inne: 

 

5. You are teaching or are invovled with * 

Zaznacz wszystkie właściwe odpowiedzi. 

 
6. Rate your school’s computer availability level: Students have access to * 

 

Curriculum and materials to support teachers 

7. From the key intended cybersecurity learning outcomes in your curriculum, which are 

the most difficult to teach and/or learn? 

If you dont have cybersecurity curricula, just tell us what topics you feel that are difficult to teach/learn thinking of 

your teaching these skills 
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8. What materials do you usually use to teach cybersecurity: may you provide us the links 

or describe them 

...or about digital safety topics that relate more to cybersecurity 

 

 

 

 

 
9. If you have a cyber security/digital safety curriculum, may you provide that to us add 

here LINK(s) 
If you only have it as file, we would be realy pleased if send it to your contry contact point (written in the beginning 

of the survey). 

 

 

 

 

 

Teaching best practices in cybersecurity(CS) 

Within your IT or IT-related curriculum there are aspects of cyber security. The following questions focus explicitly on cyber 

security. We'd like to know more about your topic priorities: what are your priorities in teaching cyber security? 
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10. Materials you need as a teacher to teach CS topics: * 

 
11. Aspects of human behaviour in cybersecurity: * 
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12. Security aspects of the following technical topics * 
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13. Do you have previous game experiences while teaching cybersecurity to students? * 

Zaznacz tylko jedną odpowiedź. 

Yes 

No 
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14. If yes, what were the lessons learned, what worked particularly well (I.e., optimal 

team size, duration, design, delivery) and what was not effective in engaging students 

and helping them reach the learning objectives? 

 

 

 

 

 

15. Have you used games to support students in learning other curriculum topics? * 

Zaznacz tylko jedną odpowiedź. 

Yes 

No 

16. If yes, what were the lessons learned, what worked particularly well (I.e., optimal 

team size, duration, design, delivery) and what was not effective in engaging students 

and helping them reach the learning objectives? 
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Scenario of the game 

Here is a list of scenarios of a possible cyber security game developed by the cyber4schools project. what would be the one 

that interest your school and your students. CaptureThe Flag (CTF) is a cybersecurity competition where everyone is 

looking for he one right answer (the Flag) 

17. Scenario 1 – School under Attack * 

School-life-game: in the school environment every team represents one class. At school a lot of events will happen 

from which you learn the needed cyber skills to defend yourself. You can also take the role of a villain. This 

scenario mimics commonly used CaptureTheFlag game blue or red, but also jeopardy game when you need to take 

on several quests to achieve a goal. 

Zaznacz tylko jedną odpowiedź. 

yes 

rather 

yes 

rather 

no no 

18. Scenario 2 - Worlds at War * 

Wargame. Fictional country and its neighbors fight for the win of the digital resources. Some players have to 

defend the systems others attack. This scenario mimics commonly used CaptureTheFlag game red-blue teams. 

Zaznacz tylko jedną odpowiedź. 

yes 

rather 

yes 

rather 

no no 

19. Scenario 3 – Spy's at the Misson * 

007 story. Team of spies are doing their secret tasks and hacks to gain access to systems and get information out of 

it for their employer. This scenario mimics commonly used CaptureTheFlag jeopardy games when you need to take 

on quests. 

Zaznacz tylko jedną odpowiedź. 
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yes 

rather 

yes 

rather 

no no 

20. Scenario 4 – People against the Machine * 

Artificial intelligent goes loco: Artificial Itelligence (AI) runs pie cream factory. Something went wrong and AI 

decides that it wants to keep the pies to itself, so no pies are shipped out any more. Take over the AI to defend 

people's right to eat pies and reset the systems in the factory. This scenario mimics commonly used 

CaptureTheFlag blue oriented game when you need to take on several quests to achieve a goal. 

Zaznacz tylko jedną odpowiedź. 

yes 

rather 

yes 

rather 

no no 

21. Scenario 5 – Life in the CS startup Ecosystem * 

Life in the cybersecurity Startup Ecosystem. You are working in the new Cyber Startup and want to become rich 

and famous. You need to do tasks to the popular IT-companies to gain more clients and become more known and 

well paid. This scenario mimics commonly used CaptureTheFlag jeopardy games when you need to take on quests. 

Zaznacz tylko jedną odpowiedź. 

yes 

rather 

yes 

rather 

no no 

22. Your scenario idea (1-2 ideas) in a few sentences: * 
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23. What do you prefer: general game scenario should consist of: * 

 

24. Scenario consist of: or perhaps you have an even better idea: 
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The game mechanics 

25. What do you prefer: Game consists of * 

 
26. Game consist of: or perhaps you have an even better idea: 

 

 

 

 

 

27. Game exercises for students should include: * 
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28. The game should have/be: * 
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29. If the badge system is implemented, what kind of badges should we award * 
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30. Other 

 

 

 

 

 
31. How much time can you spend on supporting the students regarding learning and 

participating the cyber security learning game * 
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32. Do you prefer that the game is * 
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33. Are there any technical limitations for the game to be played? Is it ok when it runs on: 

* 

 

34. Other to add: 
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35. If you are interested to be part of the project (yourself or with the students), please 

give us your contact e-mail, that we can share info about the updates and coming 

possibilities: 

 

 

 

 

 

 

 

 

 

 

 

 


